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data protection - legal changes  published in December 2019 

The National Supervisory Authority for Personal Data Processing has fined  Globus Score 
with RON 9.551.80, the equivalent of EUR 2000 for GDPR violation 

On December 17, 2019, the National Supervisory Authority for the Processing of Personal Data informed that it 
completed on November 19, 2019 an investigation at the controller Globus Score SRL (formerly Instrumental 
Theory SRL), following a notification, and found violation of the provisions of Article 83 paragraph (5) letter e) of 
the General Regulation on Data Protection, related to Article 58 paragraph (1) ) letter a) and letter e) and in 
conjunction with Article 8 of O.G. no. 2/2001, which led to the application of an administrative fine in the amount 
of RON 9,551.80, the equivalent of EUR 2000, according to a statement. 

Thus, the controller did not respond to the institution's requests and was initially sanctioned with a warning for 
violation of Article 58 paragraph (1) letter a) and letter e) of Regulation (EU) 2016/679. 

Also, a corrective measure was ordered to the controller, namely to send to the supervisory authority, in writing, 
all the requested information, within 5 working days from the communication of the citation. 

As the controller Globus Score SRL did not comply with the corrective measure ordered by the National 
Supervisory Authority, it was fined. At the same time, a corrective measure was applied, which consisted in 
sending to the Authority, in writing, all the information requested was ordered. 

The National Supervisory Authority for Personal Data Processing sanctioned Telekom 
with a fine of RON 9,544.40, the equivalent of EUR 2000 for GDPR violation  

On December 18, 2019, the National Supervisory Authority for Personal Data Processing informed that on 
November 25, 2019, it completed an investigation at the controller Telekom Romania Mobile Communications 
SA, finding that the provisions of Article 32 paragraph (1) letter b) and Article 32 paragraph (2) of the General 
Regulation on Data Protection and of Article 5 paragraph (1) letter d) of Regulation (EU) 679/2016 were infringed, 
according to a statement. 

The controller Telekom Romania Mobile Communications SA has been sanctioned with a warning for violating 
the provisions of Article 32 paragraph (1) letter b) and Article 32 paragraph (2) of Regulation (EU) 679/2016 and 
with a fine in the amount of RON 9,544.40, the equivalent of EUR 2000 for the violation of Article 5 paragraph 
(1) letter d) of Regulation (EU) 679/2016. 

The sanctions were applied as a result of a complaint alleging that the petitioner receives at his home address 
invoices addressed to another person, a client of the controller, as well as the fact that he informed the controller 
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of this situation but received no response. During the investigation, Telekom Romania Mobile Communications 
SA could not prove the accuracy of the processed data, which led to the violation of the basic principle for data 
processing provided in Article 5 paragraph (1) letter d) of the GDPR.  

Thus, according to Article 5 paragraph (1) letter d) of Regulation (EU) 679/2016, "personal data are: d) accurate 
and, if necessary, updated; all necessary measures must be taken to ensure that personal data that are inaccurate, 
having regard to the purposes for which they are processed, are deleted or rectified without delay ("accuracy")."  

It was also found that the controller did not take adequate technical and organizational measures to ensure the 
confidentiality of personal data, which led to the disclosure of the personal data of a client of the controller by 
sending invoices issued on behalf of the applicant to that client. 

The National Supervisory Authority for Personal Data Processing sanctioned an Owners 
Association with a fine of RON 2.389.05, the equivalent of EUR 500 for GDPR violation 

On December 23, 2019, the National Supervisory Authority for the Processing of Personal Data informed that on 
29 November 2019 it completed an investigation at an Owners Association and found that certain provisions of 
the General Data Protection Regulation were infringed, according to a statement. 

The Owners Association was sanctioned with a fine in the amount of RON 2,389.05. the equivalent of EUR 500 
for the violation of Article 12 of Law no. 190/2018, by reference to the provisions listed in Article 83 paragraph 
(5) letter a) from the GDPR and with a warning for violation of Article 12 of Law no. 190/2018, by reference to 
the provisions listed in Article 83 paragraph (5) letter b) and Article 83 paragraph (4) letter a) of the GDPR. 

The sanctions were applied as a result of a complaint by which the petitioner invoked the access, use and 
disclosure to various persons, without a legal basis, of images of his person, coming from the video surveillance 
system of the Owners Association. 

Following the investigation, it was found that the Owners Association did not adopt adequate security, technical 
and organizational measures to protect the personal data collected through the video surveillance system. 

Also, the Owners Association was ordered to apply the following corrective measures: 

 the corrective measure to ensure GDPR compliance of the processing operations performed through the 
video surveillance system in the sense of informing the data subjects according to Article 12 and 13 of the 
GDPR, including by posting warnings and information notices near the places where the video cameras are 
installed, within 10 working days from the date of communication of this report (Article 58 paragraph (2) 
letter d) GDPR); 
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 the corrective measure to ensure GDPR compliance of processing operations by adopting adequate 
security, technical and organizational measures to protect personal data collected through the video 
surveillance system, including regarding the integrating of data protection principles (such as of the limited 
storage of records), of establishing a limited number of persons having access to this system, of the rights 
that can be assigned to each of them, of providing clear processing instructions for the persons processing 
data under the authority of the association, so that to prevent access, dissemination or any unauthorized 
processing of personal data through this system, according to Article 25 and Article 32 of the GDPR, within 
30 days from the date of communication of this report (Article 58 paragraph (2) letter d) of the GDPR). 

The 6th Plenary of the European Data Protection Board took place between 2-3 
December 2019 

In the plenary, the following main documents were adopted: 

(i) Guidelines 5/2019 on the criteria of the Right to be Forgotten in the search engines cases under the 
GDPR (part 1), for public consultation. 

The Board adopted the first part of the guidelines intended to clarify the interpretation of Article 17 of 
the General Data Protection Regulation, on the applicable grounds, representing an update of the 
Guidelines adopted in 2014 by the Article 29 Working Group, on the application of the CJEU Decision 
in the Costejo vs. Google Case. 

These Guidelines are open for feedback. 

(ii) Opinion on the UK data protection supervisory authority draft accreditation requirements for a code of 
conduct monitoring body. 

The European Data Protection Board has published the first draft of standard 
contractual clauses for the transfer of personal data from controllers to processors 
established in third countries 

The General Data Protection Regulation, like the Personal Data Processing Directive it replaced, provides that 
personal data may be transferred to a third party country if the latter provides an adequate level of protection 
of such data. In the absence of a Board decision establishing the adequacy of the level of protection provided in 
the third party country concerned, the controller may, however, make the transfer if it is provided with the 
appropriate safeguards. These guarantees may, in particular, take the form of a contract between the data 
exporter and the data importer containing standard clauses (SCCs).  
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The possibility of using the standard contractual clauses (SCCs) does not prevent the parties adding other clauses 
or additional guarantees, provided that they do not contradict, directly or indirectly, the adopted clauses or 
infringe upon the fundamental rights or freedoms of the data subjects. 

However, the clauses are a tool to be used "as is", i.e. the parties who conclude a contract with a modified version 
of the clauses are not considered to have concluded the adopted Standard Contractual Clauses. 

The German DPA, the Commissioner for Data Protection and the Freedom of 
Information, imposed a fine of EUR 105,000 on a hospital in Rhineland-Palatinate for 
GDPR violation 

On December 3, 2019, the German DPA reported that it applied a fine of 105,000 euros to a Hospital in Rhineland-
Palatinate, according to a statement. 

The fine was applied for violation of several provisions of the General Data Protection Regulation. During an 
incorrect billing, several violations and technical, structural and organizational deficiencies were discovered 
regarding the patient privacy. 

The Norwegian Data Protection Authority has issued an administrative fine of EUR 
49.300 to the City of Oslo for GDPR violation 

The Norwegian Data Protection Authority informed that it fined the city of Oslo with EUR 49,300 for infringement 
of Article 32 of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of individuals with regard to the processing of personal data and on the free movement of such data 
and repealing Directive 95/46 / EC ( GDPR), according to a statement. 

The fine was applied to the city because the data of patients in nursing homes or private health centers was not 
kept in the electronic health record system, although the controller had the obligation to implement the 
appropriate technical and organizational measures in order to ensure an adequate level of security according to 
Article 32 of Regulation (EU) 2016/679. This case became known because the city of Oslo reported in November 
2018 a personal data breach to the Authority. This report referred to different nursing homes or private health 
centers that used physical registries, containing information on patients from 2007 - November 2018. These 
registers were kept within institutions and all employees, including staff, had access to this data. 

After this violation was made public, the Oslo Nursing Home Agency took measures to eliminate these registries 
and implemented various measures related to internal audit, management and training, among others. The 
cooperative attitude of the city was considered by the Authority when calculating the amount of the fine to 
49,300 euros 
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The Swedish DPA has issued an administrative fine of EUR 35.000 EUR for GDPR 
violation 

The Swedish DPA has issued an administrative fine of EUR 35.000 against the controller Nusvar which runs the 
website Mrkoll.se, for violating the provisions of the GDPR and the Credit Information Act, in violation of the 
provisions of Article 5 paragraph (1) letter c) of the Regulation. Tee company published financial and criminal 
information regarding more than 8 million people in Sweden, and more than 750 complaints have been 
registered. 

The website in question has been granted a publishing certificate that provides it with a constitutional protection 
for the majority of its publishing activities, meaning that the GDPR does not apply under those circumstances. 
Between December 2018 - April 2019, the website published information that a person does not have a record 
of non-payment. Information about payment defaults is considered to be credit information and for the 
publishing of such information the Credit Information Act applies, including its references to the GDPR. The 
website furthermore published information about records of criminal convictions.  

The UK DPA (ICO) has fined a London-based pharmacy £275,000 for GDPR violation 

Following an investigation, the ICO applied a fine of £275,000 to a London pharmacy, Doorstep Dispensaree Ltd, 
for violating the provisions of the Regulation regarding the security of special category data.  

Doorstep Dispensaree Ltd had stored approximately 500,000 documents, dated June 2016 - June 2018, in 
unlocked containers at its Edgware headquarters. These contained names, addresses, birth dates, NHS numbers, 
medical information and prescriptions belonging to an unknown number of people. 

The controller has violated the provisions of the Regulation by failing to provide an adequate level of security 
against unauthorized or illegal processing and accidental loss, destruction or damage (some of the documents 
were even water damaged).  

Also, Doorstep Dispensaree Ltd received a notice to take the technical and organizational measures for ensuring 
an adequate level of security within 3 months of receiving the fine, otherwise it could be fined again. 

 

 

 

 


